
Homework Set 7 (Lecture 24)

Problem 5

Example 6. What is the output of the AES-128 ByteSub applied to the byte (0011 1001)2?

Solution. (using lookup table) Using the table at https://en.wikipedia.org/wiki/Rijndael_S-box, row
(0011)2= (3)16, column (1001)2=(9)16, we find that the byte is transformed into (12)16=(0001 0010)2.

Solution. (doing the math) (0011 1001)2 represents the polynomial x5+x4+x3+1.

Its inverse is (x5 + x4 + x3 + 1)−1 = x5 + x4 + x2 + 1 in GF(28) (see Example 3 for the details of this
computation), which is c=(0011 0101)2.2666666666666666666664
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[This is just the usual matrix-vector product modulo 2. The highlighted columns are the ones which get added
up during this matrix-vector product.]
Hence, the output of ByteSub is the byte (0001 0010)2.
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