Sketch of Lecture 15

Wed, 2/14/2018

Example 89. Suppose we want to determine whether n = 221 is a prime. Simulate the Fermat
primality test for the choices a = 38 and a = 24.
Solution.


First, maybe we pick a = 38 randomly from f2; 3; :::; 219g.
We then calculate that 38220  1 (mod 221). So far, 221 is behaving like a prime.



Next, we might pick a = 24 randomly from f2; 3; :::; 219g.
We then calculate that 24220  81 
/ 1 (mod 221). We stop and conclude that 221 is not a prime.

Important comment. We have done so without nding a factor of n. (To wit, 221 = 13  17.)
Comment. Since 38 was giving us a false impression regarding the primality of n, it is called a Fermat liar
modulo 221. Similarly, we say that 24 was a Fermat witness modulo 221.
On the other hand, we say that 221 is a pseudoprime to the base 38.
Comment. In this example, we were actually unlucky that our rst random pick was a Fermat liar: only
14 of the 218 numbers (about 6.4%) are liars. As indicated above, for most large composite numbers, the
proportion of liars will be exceedingly small.

Example 90. Show that 561 is an absolute pseudoprime.
Solution. We need to show that a560  1 (mod 561) for all invertible residues modulo 561.
Since 561 = 3  11  17, a560  1 (mod 561) is eqivalent to a560  1 (mod p) for all of p = 3; 11; 17.

By Fermat's little theorem, we have a2  1 (mod 3), a10  1 (mod 11), a16  1 (mod 17). Since 2; 10; 16 all
divide 560, it follows that indeed a560  1 (mod p) for p = 3; 11; 17.
Comment. Korselt's criterion (1899) states that what we just observed in fact characterizes absolute pseudoprimes. Namely, a composite number n is an absolute pseudoprime if and only if n is square-free, and for all
primes p dividing n, we also have p ¡ 1jn ¡ 1.

Example 91. How can you check whether a huge randomly selected number N is prime?
Solution. Compute 2N ¡1 (modN ) using binary exponentiation. If this is 
/ 1 (modN ), then N is not a prime.
Otherwise, N is a prime or 2 is a Fermat liar modulo N (but the latter is exceedingly unlikely for a huge
randomly selected number N ; the bonus challenge below indicates that this is almost as unlikely as randomly
running into a factor of N ).
Comment. There is nothing special about 2 here (you could also choose 3 or any other generic residue).

The Fermat primality test picks a and checks whether an¡1  1 (mod n).


If an¡1 
/ 1 (mod n), then we are done because n is denitely not a prime.



If an¡1  1 (mod n), then either n is prime or a is a Fermat liar.
But instead of leaving o here, we can dig a little deeper:
Note that a(n¡1)/2 satises x2  1 (mod n). If n is prime, then a(n¡1)/2  1 (mod n).
[Recall that, if n is composite (and odd), then x2  1 (mod n) has additional solutions!]


Hence, if a(n¡1)/2 
/ 1 (mod n), then we again know for sure that n is not a prime.



If a(n¡1)/2  1 (mod n) and



If a(n¡1)/2  ¡1 (mod n), then n is a prime or a is a strong liar.

n¡1
2

is divisible by 2, we continue and look at a(n¡1)/4 (mod n).

To be continued:::
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